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Introduction

The purpose of this policy is to ensure that effective measures are in place to protect against the
risks of using mobile computing and communication facilities. However, the policy applies equally to
information stored on or accessed via home PCs.

All users must adhere to this policy. Users in breach of this policy will be liable to disciplinary action
under University procedures.

If you are unsure whether any of your computing activity may breach University policies, you should
seek advice before proceeding. You can contact Information Services for advice by emailing
cybersecurity@qub.ac.uk .

Users should read this policy in conjunction with the Computer Resources - Acceptable Use Policy,
and Regulations and Statements of Best Practice relating to Information Security and Information
Handling available at
https://www.qub.ac.uk/directorates/InformationServices/Services/Security/Gen-Policies/ . Changes
to this policy in response to changing demand, both operational and legislative, will be available on
the University website.

The University’s Information Handling Policy (available at:
https://www.qub.ac.uk/directorates/InformationServices/Services/Security/Gen-Policies/) sets out
the minimum standards that must be adhered to when handling sensitive information. Those
standards apply equally when handling sensitive information on mobile devices.

Remote and off-site working

The physical and logical controls that are available within the University environment are not
automatically available when working outside of that environment. There is an increased risk of
information being subject to loss or unauthorised access. Mobile computing users must take special
measures to protect sensitive information in these circumstances

Removal off-site of the University’s information assets (e.g. databases, data files, contracts and
agreements), on laptops or other mobile devices, must be agreed with a line manager and/or a
business system owner (see also https://www.qub.ac.uk/Research/Governance-ethics-and-
integrity/export-control/ regarding export controls).
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Laptops and home personal computers must not be used for business activities without appropriate
security measures, including up to date security “Patches” and virus protection (see
https://www.qub.ac.uk/directorates/InformationServices/Services/Security/FileStore/QUB BYOD P

olicy 11-23.pdf).

When undertaking mobile computing the following guidelines must be followed:

a. When travelling, equipment (and media) must not be left unattended in public places.
Portable computers should be carried as hand luggage when travelling.

b. When using a laptop, do not process personal or sensitive data in public places e.g. on public
transport.

c. Passwords or other access tokens for access to the University’s systems should never be
stored on mobile devices where they may be stolen or permit unauthorised access to
information assets. For example, options to automatically “remember” passwords should
not be accepted. Passwords and passkeys should not be saved on the mobile device.

d. Security risks (e.g. of damage, theft) may vary considerably between locations and this
should be taken into account when determining the most appropriate security measures.

e. Endpoint protection must be installed on all QUB laptops.

When working with other organisations (e.g. NHS), make sure that you comply with their guidelines

relating to mobile computing.

Laptops and Mobile Devices
Sensitive data must not be stored on laptops and other mobile devices.

Loss of any mobile device must be reported immediately to Digital & Information Services
https://www.qub.ac.uk/directorates/InformationServices/Services/ITServiceDesk/ .

Mobile devices are vulnerable to theft, loss or unauthorised access when taken outside of the
University’s physical environment. They must be provided with appropriate forms of access
protection to prevent unauthorised access to their contents:

Password and or biometric protection must be in place.
Time-out protection (e.g. screen saver or hibernation with password) must be applied.
Mobile devices must be encrypted.

For advice on data encryption of mobile devices please refer to
http://www.qub.ac.uk/directorates/InformationServices/Services/Security/DataEncryption/#d.en.73
6237. Full device encryption offers the maximum protection for sensitive information on laptops and
other devices. Alternatively, and where appropriate, data can be encrypted at the partition level or
virtual partition (a file encrypted to behave like a disk partition) level. In most cases, encrypted
virtual partitions or disks can be copied to USB pens, CDs and DVDs for safe transportation.

Note that data is only protected by encryption when the laptop is powered off and not in normal
use.

Access to encrypted information is lost if the encryption key is forgotten. Users should ensure that a
secure, unencrypted backup copy of encrypted information is retained on central systems.

Digital & Information Services and School-based Computing Officers will offer advice on encryption
products, options and configuration.
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Scope:
All academic and academic support managers are directly responsible for implementing the Policy
within their business areas, and for adherence by their staff.

It is the responsibility of each employee to do everything reasonable within their power to ensure
that the University Policy is carried into effect.

Compliance:
All staff members are expected to comply with this policy.

Policy Review:

This policy will be reviewed bi-annually (as a minimum) to ensure that it remains current and
effective in meeting the organisation's security and accessibility needs.
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